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Cybersecurity Resources
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• MBA Basic Components of an Information Security Program

• https://www.mba.org/industry-resources/technology-resource-

center/cybersecurity

• FFIEC Cybersecurity Assessment Tool

• https://www.ffiec.gov/cyberassessmenttool.htm

• NIST Cybersecurity Framework

• https://www.nist.gov/cyberframework/framework

• CSBS Nonbank Cybersecurity Assessment Program – Link TBD

https://www.mba.org/industry-resources/technology-resource-center/cybersecurity
https://www.ffiec.gov/cyberassessmenttool.htm
https://www.nist.gov/cyberframework/framework


MBA Basic Components of an Information Security Program 
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• Manage Risk

• Protect your Endpoints

• Protect Your Internet Connection

• Patch Your Operating Systems and Applications

• Make Backup Copies of Important Business 

Data/Information

• Control Physical Access to Your Computers and 

Network Components

• Secure Your Wireless Access Points and Networks

• Train Your Employees in Basic Security Principles

• Require Individual User Accounts for Each Employee on 

Business Computers and for Business Applications

• Data Management

• Limit Authority to Install Software

• Create Business Policies Related to Information Security

• Exercise Due Diligence in Hiring Employees

• Get Help With Information Security When You Need It

• Perform an Asset Inventory (and Identify Sensitive Business 

Information)

• Implement Encryption to Protect Your Business Information

• Third Party Risk Management

• Plan for Business Continuity and Disaster Recovery

• Software Development Life Cycle (SDLC) / Change Control



FFIEC Inherent Risk Profile

4



FFIEC Cybersecurity Maturity
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NIST Cybersecurity Framework
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• Describes desired outcomes

• Understandable by everyone

• Applies to any type of risk 

management

• Defines the entire breadth of 

cybersecurity

• Spans both prevention and 

reaction
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